Microsoft is improving the quality of system software, in particular, through the intensive application of Formal Methods. The ultimate goal is to reach a point at which robustness against failures and attacks can be guaranteed. SDV is based OR the Slam engine which model checks a C program against a safety property written in Slic. Slic is a language for describing safety automata over events associated with entries into and exits from C procedures. A vast majority of WDM rules can be expressed in Slic in a generic manner -i.e. a WDM rule can be written in SEic as a single property that should hold on every WDM device driver.
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